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ORGANIZACION DE VENEZOLANOS EN EL EXILlO, INC.
(ORGANIZATION OF VENEZUELANS IN EXILE)

Phones:
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Miami, Florida 33131
www.orvex.org
(305) 718-8377, (305) 300-7592, (786) 319-8815, Fax: (786) 425-0799

Miami, November 14, 2009

Federal Bureau of Investigations - Miami
16320 NW 2nd Ave.
North Miami Beach, Florida 33169

Dear Sirs:
As a resident of Miami-Dade County, who lives at 2758 W 71st PI, Hialeah, Florida
33131, and President of the Organization of Venezuelans in Exile, also known as
ORVEX, on behalf of Venezuelans who are in exile in the United States of America,
especially of those who are in danger of being removed to Venezuela and fear
falling in the hands of a regime controlled by a psychopath who hates the U.S. as
well as those who have been seeking protection in this great and wonderful country,
I bring before you a very delicate issue regarding the behavior and actions taken by
the Venezuelan Consul in Miami, Florida, Mr. Antonio Hernandez-Burgos, which
may reflect a dangerous breach in the Department of Homeland Security regarding
the confidentiality of Venezuelan asylum applicants. This breach endangers the life
of the asylum applicant in case that person is repatriated as he or she might be
subjected to retaliatory measures by Venezuelan authorities or non-state actors
such as armed civilian groups which defend the so called "Bolivarian Revolution",
that are known to persecute and murder opposition members in Venezuela. This
breach also endangers the lives of applicant's family members who still remain in
Venezuela

The Alarming Fact
According to an article written in Spanish by Mr. Casto Ocando in the EI Nuevo
Herald of Miami, Florida, on September 22, 2009 (attached), the Consul of
Venezuela in Miami, Mr. Antonio Hernandez-Burgos, claims to have compiled a
database with information regarding Venezuelans who have attained the protection
of the political asylum in the U.S.

u.s.

Laws and International Treaties Being Violated

As you know, the federal regulations at 8 CFR 208.6 generally prohibit the
disclosure to third parties of information contained in or pertaining to asylum
applications, credible fear determinations, and reasonable fear determinationsincluding information contained in RAPS or APSS-except
under certain limited
circumstances.
Disclosure to third parties is allowed under certain limited circumstances and could
be authorized by the Secretary of Homeland Security by operation of section
1512(d) of the Homeland Security Act of 2002. Therefore, the statement issued by
the Consul of Venezuela is self evident and it clearly shows that his alleged
database has been compiled in violation of U.S. Laws.
Attached you will find a Fact Sheet prepared by the USCIS Asylum Division on June
3, 2005, which shows that U.S. Laws protect the confidentiality of asylum
applicants.
Also, as you are aware of, international human rights laws guarantee everyone the
right to privacy and protect individuals from arbitrary or unlawful interference,
including the confidentiality of asylum applicants and their information. The 1951
Convention relating to the Status of Refugees provides international protection to
refugees worldwide. Also, Article 12 of the Universal Declaration of Human Rights
of 10 December 1948, Article 17 of the International Covenant on Civil and Political
Rights (ICCPR), and Article 16 of the Convention on the Rights of the Child also
protect such confidentiality.
Attached you will find an advisory opinion on the rules of confidentiality regarding
asylum information, issued by the United Nations High Commissioner for Refugees
(UNHCR), which shows that International Laws also protect the confidentiality of
asylum applicants.
Based upon the above considerations, I kindly ask you to investigate this matter and
do whatever you deem necessary to enforce U.S. Laws and International human
rights laws because there is no doubt that the Venezuelan Consul in Miami, Florida,
and with him, the entire Venezuelan Diplomatic mission in the U.S. are shielding
themselves behind their diplomatic immunity in order to carry out a systematic
persecution against those who flee Venezuela for the United States to seek refuge.
Thanking you in advance for taking care of this delicate and urgent matter, I remain.
Sincerely,

Elio C. Aponte
President

ARTICLE PUBLISHED BY
"EL NUEVO HERALD"
ON SEPTEMBER 22, 2009
The Consul of Venezuela in Miami, Mr. Antonio Hernandez-Burgos, claims to have
compiled a database with information regarding Venezuelans who have attained the
protection of the political asylum in the U.S.
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Disponible el nuevo pasaporte venezolano
BY CASTO oeANDO
COCANDO@EI.NUEVOHERALD.COf\i1

A partir de este mlercotes todos los venezolanos residentes fuera del pais, incluyendo aquellos que viven
en el sur de la Florida, podran solicitar el nuevo pasaporte, que por primera vez tendra datos blometricos
en un chip elsctronico.
EI nuevo pasaporte biometrlco, sin embargo, no sera entregado a los venezolanos can estatus de
refugiados politicos en Estados Unidos.
La solicitud podra hacerse solamente a traves de internet. En principio, el pasaporte se obtendrla en un
plazo promedio de dos semanas, inform6 el martes el consul de Venezuela en Miami, Antonio Hernandez
Borgo.
La novedad del documento consiste en que fa informacion del apficante, incluidos sus datos bioqrafieos y
huellas dactilares, estara digitalizada y contenida a traves de un chip en una hoja de policarbOn a prueba
de fraudes, lndlco Hernandez.
Actualmente hay dos tipos de pasaportes vigentes: el de la Comunidad Andina, que podra usarse solo
hasta el proximo 31 de diciembre y no as removable; y el que tiene en su portada el nombre de Republica
Bolivariana de Venezuela, que podra usarse hasta su perlodo de vencimiento normal. Este ultimo
documento solo podra renovarse par un afio mas, sin costa alguno, antes de ser sustituido
obligato riamente por el biometrico.
Seglin exouco Hernandez, las personas deben registrarse en el portal del Servicio Aut6nomo de
Identificacion. Migracion y Extranjerta en el sitio www.saime.gob.ve. suministrando
como la cedula de identidad, un correo electronico y un nurnero telefonico.
Los menores de edad deberan ser registrados por sus padres
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Una vez confirmados los datos, el sistema enviara al usuario una clave a traves del correo electronico,
que usara para obtener una fecha para la cita en el consulado respectivo.
AI acudir a la cita para obtener el nuevo pasaporte, los solicitantes debsran presentar copia duplicada de
ta planilla provista por el Saime, copla de la cedula de identidad (vencida 0 no), copia de la partida de
nacimiento, copia de la pagina con los datos del pasaporte viejo, y un money order de $80.
Hernandez dijo que estan exentos de este pago tanto 105 menores de edad, como las mujeres mayores
de 55 anos, y los hombres mayores de 60 afios.
"En el consulado se Ie toma \a fotografla y las huellas dactilares al solicitante. Esta informacion es
transmitida electronlcamente a Venezuela. AI solicltante 5e Ie da luego un recibo y en 15 dlas el nuevo
pasaporte de be estar listo, si no hay problemas", indico Hernandez.
EI sistema permitira a las personas monitorear el estatus de la petici6n a traves del portal del Saime, pero
no procesara la solicitud si no se entregan todas 105 dacumentos exigidos.
"EI sistema se tranca si falta un documento", dijo Hernandez, por 10 cual el solicitante tiene la obliqacion
de soticitarlo en Venezuela para consignarlo.
EI cansulado venezolano. en 1101 de la avenida Brickell, en Miami. tendril capacidad de procesar unas
50 peticiones diarias, asequro Hernandez.
Agrego que para obtener un nuevo pasaporte, el solicitante no tendra que demostrar su estatus
inmigratorio en Estados Unidos. Una base de datos del gobierno venezolano permitira identificar a
disfrutan de asHo politico.
"Elias no pueden pisar territorio venezolano, aSI que no podran renovar sus documentos",

• Save 50% off regular

home delivery

105

que

dijo Hernandez.

subscription!

Click here.

recommend

email

print

share

buzz up!

Join the discussion
The Miami Herald is pleased to provide this opportunity
the news. Some of the comments

to share information.

may be reprinted elsewhere

debate on the issues of the day, and ask that you refrain from profanity,
are off point. In order to post comments,
with the comments
Comments

experiences

and observations

in the site or in the newspaper.

you must be a registered

hate speech, personal

user of MiamiHerald.com.

about what's in

We encourage
comments

lively. open

and remarks that

Your username

will show

a!onl::

you post. Thank you for taking the time to offer your thoughts.

(0)

You must be logged in to leave a comment.

Login

I Register

http://wv.lw.miamiherald.comlncws/americas/vcnezuelalstoryf1246826.html

11/1112009

FACT SHEET PREPARED BY THE USCIS
ASYLUM DIVISION ON JUNE 3, 2005
u.s. Laws

protect the confidentiality of asylum applicants

Prepared by the USCIS Asylum Division
Date: June 3, 2005

Fact Sbeet: Federal Regulations Protecting the Confidentiality of Asylum Applicants

Svnopsis

The federal regulations at 8 CFR 208.6 generally prohibit the disclosure to third parties of
information contained in or pertaining to asylum applications, credible fear determinations, and
reasonable fear determinations-including
information contained in RAPS or APSSI-except

under certain limited circumstances. These regulations safeguard information that, if disclosed
publicly, could subject the claimant to retaliatory measures by government authorities or nonstate actors in the event that the claimant is repatriated, or endanger the security of the claimant's
family members who may still be residing in the country of origin. Moreover, public disclosure
might, albeit in rare circumstances', give rise to a plausible protection claim where one would
not otherwise exist by bringing an otherwise ineligible claimant to the attention of the
government authority or non-state actor against which the claimant has made allegations of
mistreatment.
According to established guidance, confidentiality is breached when information
contained in or pertaining to an asylum application (including information contained in RAPS or
APSS) is disclosed to a third party in violation of the regulations, and the unauthorized
disclosure is of a nature that allows the third party to link the identity of the applicant to: (1) the
fact that the applicant has applied for asylum; (2) specific facts or allegations pertaining to the
individual asylum claim contained in an asylum application; or (3) facts or allegations that are
sufficient to give rise to a reasonable inference that the applicant has applied for asylum. The
same principles generally govern the disclosure of information related to credible tear and
reasonable fear determinations, as well as to applications for withholding or deferral of removal
under Article 3 of the Convention Against Torture, which are encompassed within the asylum
application.
In the absence of the asylum applicant's written consent or the Secretary of Homeland
disclosure may be made only to United States government
officials or contractors and United States federal or state courts on a need to know basis related
to certain adm inistrative, law enforcement, and civil actions. In some instances, interagency
arrangements have been established - such as the arrangement between the former INS and the
FBI -- to facilitate the proper disclosure of asylum-related information to United States agencies
pursuant to the regulations. The release of information relating to an asylum application,

Security's' specific authorization,

lRAPS is the system for maintenance of records concerning aliens who affirmatively seek asylum by applying for
the benefit with users. APSS is the system for maintenance uf records concerning aliens referred to a USClS
asylum officer for a credible fear or reasonable fear screening determination after having expressed a fear of return

to the intended country of removal because of fear of persecution or torture during the expedited removal process
under INA sec. 235(b) or administrative removal processes under INA sec. 238(b) or fNA sec. 241(a)(5).
2

Public disclosure alone will rarely be sufficient to establish sur place protection claims under U.S. asylum laws.

The applicant would have to establ ish, in light of [his disclosure, that he or she has a well-founded fear of
persecution on account of one of the protected grounds.
3f3y operation of section 15 lZ(d) ofthe Homeland Security Act of 2002, Pub. L. 107-296, 116 Stat. 2135,2310, the
Attorney General's authority under 8 C.F.R. § 208.6(a) to authorize disclosure of confidential asylum information
held by the former Immigration and Naturalization Service (INS}-and now held by the Department of Homeland
Security (DHS)--was transferred to the Secretary ofDHS.

Prepared by the USeIS Asylum Division
Date: June 3, 2005
credible fear determination, or reasonable fear determination (including information contained in
RAPS or APSS) to an official of another government or to any entity for purposes not
specifically authorized by the regulations without the written consent of the claimant requires the
express permission of the Secretary of Homeland Security.

Code of Federal Regulations. Title 8
Sec. 208.6 Disclosure to third parties.
(a) Information contained in or pertaining to any asylum application, records pertaining to any
credible fear determination conducted pursuant to § 208.30, and records pertaining to any
reasonable fear determination conducted pursuant to § 208.31, shall not be disclosed without th!;l
written consent ofthe applicant, except as permitted by this section or at the discretion ofthe
Attorney General [now the Secretary ofDHS].
(b) The confidentiality of other records kept by the [Immigration and Naturalization]
Service
(now DHS] and the Executive Office for Immigration Review that indicate that a specific alien
has applied for asylum, received a credible fear or reasonable fear interview, or received a
credible fear or reasonable fear review shall also be protected from disclosure. The Service [now
DHS] will coordinate with the Department of State to ensure that the confidentiality of those
records is maintained if they are transmitted to Department of State offices in other countries,
(c) This section shall not apply to any disclosure to:
(1) Any United States Government official or contractor having a need to examine
information in connection with:
(i) The adjudication of asylum applications;
(ii) The consideration of a request for a credible fear or reasonable fear interview, or a
credible fear or reasonable fear review;
(iii) The defense of any legal action arising from the adjudication of, or failure to adjudicate,
the asylum application, or from a credible fear determination or reasonable fear determination
under § 208.30 or § 208.31;
(iv) The defense of any legal action ofwhich the asylum application, credible fear
determination, or reasonable tear determination is a part; or
(v) Any United States Government investigation concerning any criminal or civil matter; or
(2) Any Federal, State, or local court in the United States considering any legal action:
(i) Arising from the adjudication of, or failure to adjudicate. the asylum application. or from a
credible fear or reasonable fear determination under § 208.30 or § 208.31 ; or (ii) Arising from
the proceedings of which the asylum application, credible fear determination, or reasonable fear
determination is a part.

Fn;guentlv Asked Questions

1. Q: \Vby do the regulations protect asylum-related information from disclosure?
A: Public disclosure of asylum-related information may subject the claimant to retaliatory
measures by government authorities or non-state actors in the event that the claimant is
repatriated, or endanger the security of the claimant's family members who may still be residing
in the country of origin. Moreover, public disclosure might, albeit in rare circumstances (see
footnote #2), give rise to a plausible protection claim where one would not otherwise exist by
bringing an otherwise ineligible claimant to the attention of the government authority or nonstate actor against which the claimant has made allegations of mistreatment.

Prepared by the USCIS Asylum Division
Date: June 3,2005

2. Q: Under wbat specific circumstances can asylum-related information be disclosed to
third parties?
A: In general, asylum-related information must not be shared with third parties without the
asylum applicant's written consent or the Secretary of Homeland Security's specific
authorization. However, this general prohibition does not apply to the following limited
circumstances as established by the regulations at 8 CFR 208.6:
"(1) Any United States Government official or contractor having a need to examine
information in connection with:
(i) The adjudication of asylum applications;
(ii) The consideration of a request for a credible fear or reasonable fear interview, or a.
credible fear or reasonable fear review;
(iii) The defense of any legal action arising from the adjudication of. or failure to adjudicate,
the asylum application, or from a credible fear determination or reasonable fear determination
under § 208.30 or § 208.31;
(iv) The defense ofany legal action ofwhich the asylum application, credible tear
determination, or reasonable fear determination is a part; or
(v) Any United States Government investigation concerning any criminal or civil matter; or
(2) Any Federal, State, or local court in the United States considering any legal action:
(i) Arising from the adjudication of, or failure to adjudicate, the asylum application, or from a
credible fear or reasonable fear determination under § 208.30 or § 208.31; or
(ii) Arising from the proceedings of which the asylum application, credible fear
determination, or reasonable fear determination is a part."
3. Q: To what extent may asylum-related information be disclosed to personnel within tbe
Department of Homeland Security (DHS), such as the Immigration and Customs
Enforcement (ICE) or Customs or Border Protection (CBP) personnel?
A: Protected asylum-related information may be disclosed to CBP and ICE, as they are not
considered "third parties" for purposes of208.6 and, therefore, requesters from those former INS
components need not demonstrate a "need to examine" protected asylum information.
Information may also be disclosed to offices within the direct policy and legal chains of
command ofDHS, such as DHS Office of General Counsel, the Office of the Undersecretary for
Border and Transportation Security (BTS), Office of the Deputy Secretary, and the Office of the
Secretary.

4. Q: If none of the regulatory exceptions applies, wbat information about an asylum
applicant, if any, may be shared with third parties without breaching confidentiality?
A: According to established guidance, confidentiality is breached when information contained
in or pertaining to an asylum application is disclosed to a third party in violation of the
regulations. and the unauthorized disclosure is of a nature that allows the third party to link the
identity of the applicant to: (1) the fact that the applicant has applied for asylum; (2) specific
facts or allegations pertaining to the individual asylum claim contained in an asylum application;
or (3) facts or allegations that are sufficient to give rise to a reasonable inference that the
applicant has applied for asylum. The same principles govern the disclosure of information
related to credible fear and reasonable fear determinations. They also generally apply to
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applications for withholding or deferral of removal under Article 3 ofthe
Torture, which are encompassed within the asylum application.

Asylum Division
Date: June 3, 2005

Convention

Against

5. Q: Under the regulation's exceptions, can asylum-related information be disclosed to
state law enforcement agencies or other state agencies?
A: No. The confidentiality regulations do not allow disclosure of asylum-related information to
state agencies, including state law enforcement agencies, except with the asylum applicant's
written consent or the Secretary of Homeland Security's specific authorization.
The regulations
at 208.6(c)(2) do, however, allow for disclosure to state or local courts in certain circumstances.

6. Q: How can a United States Government official or contractor, wbo is seeking asylumrelated information and to whom asylum-related information may be disclosed under
the regulations, obtain asylum-related information from USCIS?
A: Unless there is a pre-existing interagency arrangement or protocol (such as the arrangement
between the former INS and the FBI), federal agency officials or contractors should request
asylum-related information about specific aliens directly from the appropriate United States
Citizenship and Immigration Services (USerS) Asylum Office Director with jurisdiction over
the alien's application. Requests for asylum-related information concerning groups of aliens that
match certain identified criteria must be made to the Director of the Asylum Division of US CIS
by the appropriate official in the requesting agency.

7. Q: If asylum-related information is properly disclosed to a third party pursuant to the
regulations, what is the third party's obligatiou with respect to confidentiality?
A: As the new custodian of the asylum-related information, the third-party recipient is bound by
the confidentiality regulations under 8 CFR 208.6. The recipient must not disclose the asylumrelated information to other parties, except pursuant to the regulations. When making an
authorized disclosure of asylum-related information to a third party, uscrs officials should alert
the third party to the confidentiality requirements of 8 CFR 208.6.

8. Q: What are the obligations of U.S. government officials or contractors who work with
or are responsible for maintaining asylum-related data in U.S. government systems?
A: U.S. government officials or contractors who encounter asylum-related data in their work are
bound by the confidentiality regulations under 8 CFR 208.6. These handlers of asylum-related
data must not disclose the asylum-related information to third parties, except in keeping with the
regulations.

9. Q: Are non-USCIS custodians of asylum-related information required to obtain
authorization from USCIS before disclosing the asylum-related information to another
party pursuant to the regulations?
A: No. However, the transmitter of information should take reasonable steps to ensure that th~
new recipient ofinformation
is aware of the confidentiality rules described in this document to
prevent unauthorized disclosure by the new recipient. In fact, it might be prudent to provide the
new recipient this document for that purpose.

10. Q: What is the special arrangement between the FBI and USCIS concerning the
disclosu re of asylum-related information?

Prepared by the

uscrs

Asylum Division
Date: June 3, 2005

A: As established in an October 8, 2001 memorandum, the Attorney General has used his
discretionary authority under 8 CFR 208.6 (now belonging to the Secretary of Homeland
Security) to provide the FBI access to asylum applications filed with USCIS for the purpose of
gathering foreign counterintelligence or international terrorism information unrelated to pending
criminal or civil litigation. Where the request relates to a specific alien, the request should be
made to the Director of the appropriate USCIS Asylum Office and be approved by the FBI Field
Office Special Agent in Charge or an appropriate Assistant Special Agent in Charge. 'Where the
request relates to an explicitly identified group of aliens, the request will be made to the Director
of the Asylum Division of USCIS and be approved by the FBI Field Office Special Agent in
Charge or an appropriate Assistant Special Agent in Charge.

11. Q: Can asylnm-related information be shared with foreign governments or
international organizations (such as INTERPOL)?
A: Asylum-related information cannot be shared with foreign governments or international
organizations without the written consent of the asylum applicant, except at the discretion of the
Secretary of Homeland Security. To date. the Secretary has exercised his discretion to permit
regular sharing of asylum-related information with a foreign government only with respect to
Canada. The arrangement is in the form of a Statement of Mutual Understanding on Information
Sharing (SMU) and an Annex to the SMU, which together permit Canada's Department of
Citizenship and Immigration Canada (CIC) and USCIS to exchange asylum-related records on
both a case-by-case and systematic basis.
12. Q: Why is there a special information-sharing

agreement with Canada?

A: Sharing information on asylum seekers was included as an initiative in the agreement signed

by Attorney General Ashcroft and former Minister of Citizenship and Immigration Caplan on
December 2, 2001. It is also one of the thirty initiatives included in the Ridge-Manley Smart
Border Action Plan. In furtherance of this initiative, the United States and Canadian
governments entered into a formal arrangement in 2003 that perm its USCIS and crc to
systematically share information on individuals seeking asylum in Canada and the United States.
By gaining access to this key information, USCIS and CIC will enhance their abilities to prevent
abuse ofthe asylum process in their respective countries and to make accurate asylum eligibility
determinations, thereby strengthening the integrity of both countries' asylum systems.
13. Q: What is the status of the implementation of the information-sharing
arrangement
with Canada?
A: uscrs and cre have already begun to share information on asylum seekers on a case-bycase basis. With regard to the systematic sharing of information, USCIS and CIC and their
technical specialists are working together to develop protocols for the process of comparing and
matching biometrically shared data sets.
14. Q: Has the Secretary of Homeland Security exercised his discretion to authorize
disclosure of information to third parties in other instances (besides disclosure to the
FBI and to Canada)?
A: Yes. In 2002, the Attorney General authorized the Asylum Division to disclose to the Office
of Refugee Resettlement (ORR) of the Department of Health and Human Services (HHS)
biographical information on individuals granted asylum to enable ORR to meet congressional
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reporting requirements and generate statistical reports used to allocate funding for asylee social
benefits. In addition, in 2001 the Attorney General authorized the Asylum Division to disclose
to HHS certain biographical information on asylees to enable ORR and the Center for Disease
Control (CDC) to provide emergency relief to qualified asylees. The Attorney General and the
Secretary have, in rare circumstances, also authorized disclosure on specific asylum seekers on a
case-by-case basis for state law enforcement agencies, foreign governments, and members of
Congress.

IS. Q: May protected asylum-related

information

be shared with congressional offices?

A: Tfthe Chairman ofa congressional committee with competent jurisdiction submits a written

request for protected asylum-related information, then the requested information will generally
be provided without regard to the regulation. Written requests for asylum-related by individual
Members of Congress or their respective staff members will be considered on a case-by-case
basis.
16. Q: What information can be shared with the press when the applicant has gone public
with the asylum claim?
A: Because the regulation currently requires the applicant's "written consent," we generalJy do
not recognize implicit waivers of confidentiality, even when the asylum-related material is a
matter of public record.

If you have any questions regarding these policies, please contact Ted Kim at 202.272.1615.

ADVISORY OPINION ON THE RULES OF
CONFIDENTIALITY REGARDING ASYLUM
INFORMATION ISSUED BY
THE UNITED NATIONS HIGH COMMISSIONER
FOR REFUGEES (UNHCR)
International Laws also protect the confidentiality of asylum applicants

Advisory opinion on the rules of confidentiality regarding asylum information

Introduction
I. UNHCR has a direct interest in the application of the 1951 Convention relating to
the Status of Refugees (hereafter "the 1951 Convention") on the basis of it~
responsibility for providing international protection to refugees worldwide and fof
seeking permanent solutions for them. 1 Furthermore, under Article 35 ofthe 1951
Convention, UNHCR has a duty to supervise the application of the provisions of
the 1951 Convention. This advisory opinion relates to the principles to be applied
in relation to the issue of confidentiality in asylum procedures.
Principles governing the sharing of data on asylum claimants
2. International human rights law guarantees everyone the right to privacy and
protects individuals from arbitrary or unlawful interference.' In international law,
the right to privacy is generally defined as everyone's right to know whether
information concerning himJher is being processed, to obtain it in an intelligible
form, without undue delay or expense, and to have appropriate rectification or
erasures made in case of unlawful, unnecessary or inaccurate entries. Effective
measures need to be taken to ensure that information concerning a person's
private life does not reach the hands of third parties that might use such
information for purposes incompatible with international human rights law.
3. General principles governing confidentiality require that the sharing of
information with an external party should not jeopardize the safety of the
individual concerned or lead to the violation of his or her human rights. Art 17 of'
the International Covenant of Civil and Political Rights (lCCPR), to which Japan
is a Party, states that "no one shall be subjected to arbitrary or unlawful
interference with his privacy, family, home or correspondence, nor to unlawful.
attacks on his honor and reputation. "These principles are also reflected in the

t See the Statute of the Office of the United Nations High Commissioner [or Refugees, United Nations
General Assembly Resolution 428(V), 14 December 1950.
Z Scc the right
to privacy of the individual as enshrined in declarations and human rights treaties of
relevance in Japan: Article 12 of the Universal Declaration of Human Rights of 10 December 1948, Article
17 of the International Covenant on Civil and Political Rights, Article ]6 of the Convention on the Right')
of the Child.
3 See para. 10 of the General Comment No. 16 on Article 17 of the ICCPR. Human Rights Committee,
HRI/GENiliRev.l2
at p. 23, explaining what this means for the individual: " .. .In order to have the
most effective protection of his private life, every individual should have the right to ascertain in an
intelligible form, whether, and if so, what personal data is stored in automatic data files, and for what

Japanese legislation which strictly regulates
on administrative institutions."

confidentiality

requirements

imposed

4. These principles governing the right to privacy are equally applicable to refugees.
and asylum-seekers, and other aliens, as they are to the nationals.' The right to
privacy and its confidentiality
requirements
are especially
important for an
asylum-seeker. whose claim inherently supposes a fear of persecution by the
authorities of the country of origin and whose situation can be jeopardized
jf
protection of information is not ensured. It would be against the spirit of the 1951
Convention to share personal data or any other information relating to asylumseekers with the authorities

of the country of origin until a final rejection

of the

asylum claim.
5.

these concerns in mind, the State that receives and assesses an asylum
request must refrain from sharing any information with the authorities of the
country of origin and indeed from informing the authorities in the country of
origin that a national has presented an asylum claim. This applies regardless of
whether the country of origin is considered by the authorities of asylum as a "safe
country of origin", or whether the asylum cLaim is considered to be based on
Bearing

economic

motives.

Likewise,

the authorities

of the country

of asylum

may not

weigh the risks involved in sharing of confidential information with the country of
origin, and conclude that it will not result in human rights violations.
6.

Article 25 of the Convention,

which concerns administrative
assistance, also
reflects the fact that a refugee cannot rely on the national protection of his or her
country of origin. It is also intended to prevent a refugee from being exposed to

purposes. Every individual should also be able to ascertain which public authorities or private
individuals or bodies control or may control their files ... "

4

The "Act tor Protection of Personal Data held by Administrative

Organs", which derives from the

"Personal Data Protection Act", was promulgated in 2003.
5 See the United Nations Declaration on the Human Rights of Individuals Who are Not Nationals of the
Country in Which They Live (1985), article 5( I): "Aliens shall enjoy, in accordance with domestic law and
subject (0 the international obligation of the State in which they are present, in particular thefollowing
rights: {.} (b) The right 10 protection against arbitrary or unlawful interference with privacy.family,
home or correspondence." See further, for example, Council of Europe, Convention for the Protection of
Individuals with regard to Automatic Processing of Personal Data, 1980, article 1: 'The purpose of this
convention is to secure in the territory oj each Party for every individual whatever his nationality or
residence. respect for his rights and fundamental freedoms, and in particuiar his right 10privacy, with
regard to automatic processing of personal data relating to him ('data protection'), n As stated in paragraph
26 of the Explanatory report on the 1980 Convention: "[. ..] The guarantees set out in the convention are

extended 10 every individual regardless oj nationality or residence. This provision is in accordance with
general principle of the Council of Europe and its member States with regard to the protection of

(hI!

individual rights. Clauses restricting data protection to a State's own nationals or legally resident aliens
would be incompatible with the convention. rt
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persecution through contact with the authorities of his or her country of origin and
to prevent family members and/or associates who still remain in the country of
origin being placed at risk.
7. Confidentiality in asylum procedures is particularly important because of the
vulnerable situation in which refugees and asylum-seekers find themselves," As
discussed during the Global Consultations on International Protection," "the
asylum procedure should at all stages respect the confidentiality of all aspects of
an asylum claim, including the fact that the asylum-seeker has made such a
request" and highlighted that "no information on the asylum application should
be shared with the country of origin". 8 This principle is also reflected at the
European level in the draft "EC Council Directive on minimum standards on
procedures in Member States for granting and withdrawing refugee status n, on
which political agreement was reached by the Council of Ministers in April
2004.9
8. The authorities must therefore seek in advance the written consent of asylumseekers to check their personal data in the country of origin. In cases where an
asylum-seeker believes that compelling evidence in his or her favor is obtainable
from the country of origin, and that this evidence may be obtained only by
disclosing certain of his or her personal data, he or shc may occasionally request
the authorities of the country of asylum for help in obtaining such evidence.

6 See, inter alia, "Informed decision-making in protection: the role of information," ExCom Sub-Committee
of the Whole on International Protection, 27 September 1993, paragraph 8: "In developing and

implementing

an information

strategy,

UNHCR is {. ..] conscious

of the need to ensure that national and

of personal data are observed, and that individuals do not
suffer loss of protection through prejudicial disclosure." See Refworld 2003 CD-Rom issue 11, CD/}
1&3.
7
The Global Consultations on International Protection is a process during which governments,
intergovernmental and non-governmental organizations, refugee experts and UNHCR held discussions on
International standards for the protection

various issues. Although not legally binding, the documents produced during this process reflect a broad
consensus on protection issues. The Global Consultations documents have not been formally adopted by
the Executive Committee in the form of Excom Conclusions but were incorporated into the Agenda for
Protection, which has been endorsed by the Executive Committee and welcomed by the General Assembly.
8 See "Asylum Processes
(Fair and Efficient Asylum Procedures)", Global Consultations on International
Protection, EC/GC/Oll12, 31 May 2001, paragraph 50 (m). The document is a collection of best state
practice, including national legislation. The principles set out in this paper and recommendations therefore
reflect a consensus of the law and good state practice.
9 See Article 37(1) on procedural rules:
"1/1 addition, Member States shall ensure that within the framework of such a procedure: (d) where
information is collected on the individual casefor the purpose of reconsidering the refugee status. it is 1101
obtained from the actoris) of persecution in a manner that would result in such actoris) being directly
informed cf the fact that the person concerned is a refugee, whose status is under reconsideration. nor
jeopardize the physical integrity of the person and his/her dependants. or the liberty and security of his/her
family members still living in the country of origin. "
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9. Procedural fairness requirements apply to the entire asylum process until a final
decision is taken on an individual case. Depending on the system in the country of
asylum, this includes administrative or judicial review proceedings, which are a
full part of the refugee status determination procedure. In Japan, judicial review is
the first opportunity for the asylum-seeker to have his or her claim examined by
an independent appeal instance. Furthermore, the fact that judicial review before
the courts is public docs not amount to an automatic waiver of confidentiality. 10
10. There may also be questions as to whether the confidentiality requirements
continue to apply in situations where an asylum-seeker has voluntarily disclosed
his or her identity and the fact that s/he has sought asylum through statements to
the media. In UNHCR's view, while there might be a possibility that such
information has come to the knowledge of the country of origin, this may not be
interpreted as an explicit waiver of confidentiality. The country of asylum remains
bound by the principle of confidentiality and personal data on the individual
asylum claim must not be disclosed to the country of origin.
Exceptions to the rule against sharing information with the country of origin
11. There is a general rule against sharing infonnation with the country of origin.
The disclosure of certain confidential information to the country of origin without
the consent of the applicant may be justified in limited, exceptional
circumstances, such as combating terrorism. These principles are reflected in l:!
series of UNHCR documents, such as, "Addressing Security Concerns without
Undermining Refugee Protection - UNHCR's perspective, November 2001",11
and the "Background Note on the Application of the Exclusion Clauses: Article

to In Japan, regulations on Court disclosure foresee the need to restrict access to information, See, ln

particular, Code of Civil Procedure, Article 91 Section 3 'which limits the right to make copies of tM
records to the parties involved and a third party considered as having a prima-facie evidence as a stake
holder. Moreover, Article 92 Section 1 stipulates that access to the records can be restricted, upon request,
"in cases which serious confidential irformation about the personal life of the concerned person is
recorded, and when there is a threat that the concerned person will have significant interference to lead t1
social life if the third party has access to such record with confidential information".
11 See paragraph 11: "UNffeR recognizes that the sharing of data between States is crucial to combating
terrorism. Slates should, though, also take into account the well-established principle that information on
asylum-seekers should not be shared with the country of origin. This could endanger the safety of the bona
fide asylum-seeker and/or family members remaining in the country of origin. Best State practice indeed
incorporates a strict confidentiality policy. Should it exceptionally be deemed necessary to contact !!if!

authorities in the coumry of origin, in case there is suspicion of terrorist involvement and the required
information may only be obtained from these authorities. there should be no disclosure of the fact that the
individual has applied for asylum. "
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1F of the 1951 Convention relating to the Status of

Refugees,

4 September 2003",
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12. Regarding persons found not to be in need of international protection'< (that is,
rejected cases after exhaustion of available legal remedies), the limited sharing of
personal data with the authorities of the country of origin is legitimate in order to
facilitate return, even if this is without the consent of the individuals concerned.
Such cases usually arise when nationality is in question and/or the individual has
no national travel or identification documents. However. disclosure should go no
further than is lawful and necessary to secure readmission, and there should be no
disclosure that could endanger the individual or any other person, not least
discl.osure of the tact that the individual has applied for asylum. Moreover, in the
first instance everything should be done to secure the voluntary nature of return.
13. Outside the context of refugee status determination proceedings, there may be
certain situations where asylum-seekers and refugees may quite naturally consent
to sharing certain of their personal data with the country of origin. For example,
some personal information will need to be shared, subject to the consent of the
persons concerned, with the authorities of the country of origin in the context of
organized voluntary repatriation arrangements, or to facilitate family reunification,
transfer of assets, or voter registration and election procedures. Only necessary
information should be released, for example in the context of organized voluntary
repatriation, information that is necessary to obtain clearance for administrative
formalities or in order to benefit from amnesty guarantees.

12 See section E (Annex to the Guidelines on International Protection: Application of the Exclusion
Clauses: Article IF of the 1951 Convention relating to the Status of Refugees, IICRlGIP/OJ/OS, 4
September2003): "Consideration of the exclusion clauses may lead to the sharing of data about a
particular asylum application with other States. for example. to gather intelligence on an individual's
suspected terrorist activities. In line with established principles, information on asylum-seekers, including
the very fact that they have made an asylum application, should not be shared with the country of origin as
this may place such persons, their families, friends or associates at risk In exceptional circumstances.
where national security interests are at stake. contact witl: the country of origin may be justified For
example, this may be the only method by which to obtain concrete evidence about an individual's previous
and potentially ongoing terrorist activities. Even in such situations. the existence of the asylum application
should still remain confidential. The principle of confidentiality continues in principle to apply even when a
final determination of exclusion has been made. This is necessary to preserve the integrity of the asylum
system - information given on the basis of confidentiality must remain protected ..

D

See Excom Conclusion No. 96 (LIV) on the return of persons found not to be in need of international

2003: "Observing that, for the purposes of this Conclusion, the term "persons found not to be in
need of international protection" is understood TO mean persons who have sought international protection
and who after due consideration of their claims in fail' procedures. are found neither In qualify for refugee
status on the basis of criteria laid down in the /951 Convention, TZar to be in need of international
protection in accordance with other international obligations or national law"
protection,

5

--.,~.

--'--

..

Adverse consequences of confidential asylum information witb the country of origin
~
~
~

The integrity of tile asylum system is seriously affected
The asylum-seeker may become a refugee sur place
Tile safety of tile relatives or associates of tile asylum-seeker remaining
ill the country of origin may he endangered.

14. Asylum-seekers provide information to the country of asylum for their own
protection and because they have a duty to co-operate with the authorities and to
substantiate their claim. They do so on the understanding that the information
they provide will not be shared with others without their consent. The practice of
disclosing confidential information to the country of origin may inhibit asylumseekers from fully explaining their cases, or even from making a claim for refugee
status. Overall, it would be against the spirit of the 1951 Convention to share
personal data or any other information relating to asylum-seekers with the
authorities ofthe country of origin.
15. A person who, because of his experiences, was in fear of the authorities in his
own country may still feel apprehensive vis-a-vis any authority. He may therefore
be afraid to speak freely and give a full and accurate account of his case. It will be
necessary for the examiner to gain the confidence of the applicant. In creating
such a climate of confidence it is, of course, of the utmost importance that the
applicant's statements will be treated as confidential and that he be so informed.

14

16. Secondly, sharing with the country of origin, information about the asylum seeker,
including the fact itself that the person applied for asylum, may constitute an
aggravation of the person's position vis-a-vis the Government alleged to be

responsible for his persecution. In a situation where the initial elements of the
claim presented by the asylum-seeker would not lead to inclusion, sharing of
confidential information with the country of origin, could well lead to the asylumseeker becoming a refugee sur place.
17. Thirdly, this practice may endanger any relatives or associates of the asylum-

seeker remaining in the country of origin and may lead to a risk for retaliatory or
punitive measures by the national authorities against them.
Obtaining country of origin information (COI) without undermining refugee law
standards
18. In case of a suspicion that an asylum-seeker has used forged documents to support
his or her application, a credibility assessment and confirmation of the
14 See Ut-H-fCR Handbook on Procedures and Criteria for Determining Refugee Status, paragraphs 198 and
200.
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authenticity of submitted evidence may be obtained through various means
without affecting the basic procedural safeguards with respect to confidentiality.
19. UNHCR recognizes that access to accurate and reliable information is an essential
condition for identifying who is, and who is not, in need of international
protection. Such information is also crucial for preparing for the return of persons.

found not to be in need of international protection. UNHCR therefore welcomes
any initiatives taken by States to tackle these challenges, as long as such
initiatives respect fundamental principles of human rights and refugee protection,
as explained above.
20. Some jurisdictions may be reluctant to rely on country of origin information
produced from secondary sources, and request that country of origin information
to be based on primary research. Likewise, some States, particularly in Europe,
are increasingly checking claims made by asylum-seekers with information
sources in the country of origin.
21. Such checking may be carried out by a fact-finding mission dispatched from the
country of asylum, or by an embassy official on the ground. Alternatively,
checking may be carried out by, for example, employing the research services of a
local lawyer or of an independent organization. The information sources
consulted may include, inter alia, private individuals, local non-governmental
organisations (NGOs), international organisations and local and national
authorities. To further enhance a report's authoritative and unbiased nature,
government fact-finding missions would benefit from the participation of
independent experts and/or NGO representatives. This would not only increase
transparency but also lend more objectivity and authority to the findings, Another
method would be to create and independent oversight body, such as, for example,
the Independent Advisory Panel established by the UK Home Office. IS
22. Recourse to information sources in the country of origin can therefore, in
appropriate circumstances, be a useful means of helping to establish the facts of a
claim for refugee status. However, in all cases, there is a need to ensure that
national and international standards for the protection of personal data are
observed. The reliability of the information gathered is another critical issue and
may depend, inter alia, upon the question and how it is asked, who the source of
information is and how he or she perceives the questioner and the purpose of the
question. why the source chooses to respond and whether he or she may be under
any pressure from any other quarter, Government officials from the country of

15
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ongm of an asylum-seeker claiming fear of persecution from that same
Government, may not be regarded as objective sources of information.
Concluding remarks and recommendations
23. UNHCR shares the legitimate concern of States to clearly distinguish between
persons who need international protection and those who have no valid claim for
refugee status. It is a State's prerogative, and in fact its duty, to make a
determination on refugee status based on all available evidence presented in the
case. Human rights standards prescribe the State's obligation to protect the right
to privacy of the individual and its inherent protection against information
reaching the hands of persons not authorized to receive or use it. The possible
risks to the individual asylum-seeker caused by information reaching the wrong
people, but also the detrimental effect of misuse of information to the asylum
system as a whole are very serious in nature. Consequently, strict adherence to the
fundamental principles and refugee protection is vital, and exceptions should only
be allowed under well-defined and specific circumstances.
Summary of recommendations
~

If the authorities responsible for assessing an asylum claim? whether
administrative or judicial, deem it necessary to collect information from the
country of origin, such requests must be couched in the most general and
anonymous terms, and should never include names or data by which the asylumseeker or his or her family could be identified in the country of origin. Such
authorities however must not communicate with entities in the country of origin
of the claimant (whether governmental or non-governmental) to verify or
authenticate declarations or documents provided by the asylum-seeker.

»-

Confidentiality requirements apply throughout the asylum procedure, including
judicial review.

>-

If research is conducted on an individual case to verify a fact or a document, the
written consent of the individual has to be sought in advance, unless,
exceptionally, a legitimate overriding security interest is at stake.

U1\THCRRepresentation in Japan
31 March 2005
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